E-Safety Policy

At St Vincent’s we recognise the growth of the internet and the exciting opportunities technology can bring to all our children.  However, we are also aware of the dangers it can pose and we strive to support our children, staff and families to use the internet safely.

The Designated Safeguarding Leads within the nursery are ultimately responsible for online safety concerns.  Any concerns relating to online safety must be reported to one of the DSLs immediately.  The use of technology has become a significant component of many safeguarding issues.  Child sexual exploitation, radicalisation, sexual predation which technology often provides the platform that facilitates harm.  
More and more pre schoolers are using their parents’ computers, mobile phones or tablets to play games, use apps and watch their favourite shows.  A child may come across inappropriate content by mistake.  When children begin using the internet it is important to have conversations with them so they understand what to do if something inappropriate pops up on the screen.
There are three areas of risk that involves online safety:

CONTENT: Being exposed to illegal, inappropriate or harmful material, for example pornography, fake news, racist or radical and extremist views.

CONTACT: Being subjected to harmful online interaction with other uses, for example commercial advertising as well as adults posing as children or young children. 

CONDUCT: Personal online behaviour that increases the likelihood or causes of harm, for example making, sending and receiving explicit images or online bullying.

At St Vincent’s Nursery we aim to keep children, staff and parents safe online.  
Our safety measures include:

-Ensuring we have appropriate antivirus software on all devices and update them regularly.

-Ensuring content blockers and filters are on all our devices

-Ensuring all devices are password protected and screen locked.  Practitioners are reminded to use complex strong passwords and they are kept safe and secure and changed regularly.

-Monitoring all internet usage across the setting

-Providing secure storage of all nursery devices at the end of each day.

-Ensuring no social media or messaging apps are installed on nursery devices

-Reviewing all apps or games downloaded onto devices ensuring they are age and content appropriate.

-Using only nursery devices to record/photograph children in the setting.

-Teaching children how to stay safe online and report any concerns they have.

-Ensuring children are supervised when using internet connected devices.

-Talking to the children about “Stranger Danger” and deciding who is a stranger and who is not

-Providing training for staff, at least annually, in online safety and understanding how to keep children safe online. 

-Staff model safe practice when using technology with children and ensuring all staff abide by an acceptable use policy, instructing staff to use work IT equipment for matters relating to the children and their education and care.  No personal use will be tolerated.

-Monitoring children’s screen time to ensure they remain safe online and have access to material that promotes their development.  We ensure that their screen time is within an acceptable level and is integrated within their programme of learning.

-Making sure physical safety of users is considered including the posture of staff and children when using devices.

-Being aware of the need to manage our digital reputation, including the appropriateness of information and content that we post online, both professionally and personally.
-Having a professional relationship with our parents with staff fully understanding that communications between them and parents are at the nursery and not through social media.    This is to protect staff, children and parents

-Signposting parents to appropriate sources of support regarding online safety at home.

If there are any concerns relating to online safety, staff have the duty to report their concerns immediately to the Manager or the DSL on the premises who will record and action the incident.
How St Vincent’s Nursery keep children safe online:
-Children are not able to access the internet at nursery.  In the preschool rooms where a computer is based the children only have access to the painting programme.  Any educational programmes that are used are set up with a staff member present to support the children.  
-Children have leap pads that they use for activity purposes and can only access appropriate programmes that have been installed and the adults are there to supervise
-iPads that are in the rooms are for the use of staff only to record the children’s daily diaries that get sent to parents via blossom. 
-Staff in the pre-school rooms have access to the internet for educational purposes only, not for personal use, this is monitored by the management team and room leaders. 
-Staff are encouraged to speak out when switching on the computer saying that they have to enter their password.  During play when children are using toy phones to say to them “Remember to enter your password”, this will make children be aware of how to keep their personal details safe.  
-Displays have been put up to make parents and carers aware of E-Safety around the nursery.
-Introduction of “Smartie the Penguin” who explains the importance of passwords in a child friendly way.
Additional advice for parents to keep children safe online at home:
-We encourage our parents to explore the internet together.

-To make sure that the age limits for certain apps are being followed so they are not exposed to inappropriate content.  

-To agree some ground rules to ensure that the children are limited to the amount of screen time they are having and ensure that the internet provided used at home have parental controls.

-Use passwords on all internet enabled devices

-Use safe search engines such as “Swiggle” or “Kids Search”

-Manage access by setting the homepage to be child friendly with the apps that your child will access such as CBeebies 

-Block popups that your child could easily access if seen.

-Be aware of public WIFI hotspots as they may not have parental controls on them like you should do at home
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